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O Prevalence

O Strategies for prevention

OWhat to watch for and do if it is happening
OHow to intervene

O Al and sextortion

O Guest: Brian and Lauren Glass




Exploitation vs. Sextortion

OSexting
ONCII Abuse (Non-Consensual Infimate Image Abuse)

OExploitation

OSextortion

OHuman Trafficking
&



Child Sexual Abuse Material (CSAM)

OThe term “child pornography” is currently used in
federal statutes and is defined as any visual depiction
of sexually explicit conduct involving a person less
than 18 years old.

OWhile this phrase still appears in federal law, “child
sexual abuse material” is preferred, as it better reflects
the abuse that is depicted in the iImages and videos

and the resulting frauma to the child.



David Gonzalez, Jr.

O15 years old, a 9th grader at Sand Ridge Junior
High School in Roy, UT

Onhttps://www.tox13now.com/news/local-
news/utah-teens-under-pressure-predators-
extorting-minors

/


https://www.fox13now.com/news/local-news/utah-teens-under-pressure-predators-extorting-minors

NCMEC Data (2023)

National Center for Missing and Exploited Children

O Total of 36,210,368 reports
035,925,098 (99%) CSAM related
032,951,434 (21%) resolved to locations outside of U.S.
0O 186,819 “online enticement” for sexual acts of a child
0 63,077 unsolicited obscene material sent to a child
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49,528,198 54,842,374




Yahoo Boys

OYahoo Boys (West African cyber-criminals) fargeting
En%liifk\}.—specking minors through Instagram, Snapchat,
an 12z

OSextortion instructional videos available on TikTok, YouTube,
and Scribd

OFinancial Sextortion is the fastest growing crime

A Digital Pandemic: Uncovering The Role Of *Yahoo Boys® In The Surge Of Socig
Media-enabled Financial Sextortion Targeting Minors



file:///C:/Users/HollyTodd/Dropbox/Holly%20Files/Hidden%20in%20Plain%20Sight%20Webinar/5.%20Sex/Yahoo-Boys_1.2.24.pdf
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Sextortion: The Hidden Pandemic

ANY KID ONLINE. ANY TIME. ANYWHERE.
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Prevention

OBe curious

ONever assume they will talk with us

OTalk about what is appropriate to share online
OConnect before correct

ODisengage -



OTell your parents, teacher(s), or trusted adult(s)

O Be honest about what's been shared

O Stop communication immediately

O Start documenting

O Do not delefe any evidence

O Don't tell the perpetrator that you're calling the police
O Make a police report




Warning Signs

OEmotional, angry, agitated, or aggressive outbursts
OChange in behavior

OAftempts to conceal online activity
OHidden social media accounts

OSpending excessive amounts of fime online
o



Takeitdown.ncmec.org

Take Down Get Started Resources and Support About Us Participants English (English) ~

Take It Down.
Having nudes online is scary,

but there is hope to get it taken
down.

This service is one step you can take to help remove
online nude, partially nude, or sexually explicit photos
and videos taken before you were 18.

Get Started +




A &
R e om n a n e RepenrtC hild Sexual Exploitation  Other Resources FAQ ContactUs v English (English)
. CyberTipline

The

to report child sexual
exploitation.

OReport.cybertip.org
or 1-800-THE-LOST
(1-800-843-5678)

OTips.fbl.gov/home

OlLocdal law
enforcement
















Al Fake Nudes

2/2024 4:00:00 PM  Share This Episode
Teens Are Falling Victim to Al Fake Nudes

Last fall, nude photos of a 14-year-old student started spreading around her high school. But they weren't real... they’d been
created with Al. WSJ’s Julie Jargon breaks down how fake photos like these are a growing trend among teens and why it’s
difficult to deal with.

Further Reading:
- ‘| Felt Shameful and Fearful’: Teen Who Saw Al Fake Nudes of Herself Speaks Qut
- Al Fake Nudes Are Now a Frightening Reality for Teens ) Apple Podcasts usten on &) Spotify Eﬁggon music

Further Listening:
- Artificial: Episode 1, The Dream
- He Thought Instagram Was Safe. Then His Daughter Got an Account.
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https://www.wsj.com/podcasts/the-journal/teens-are-falling-victim-to-ai-fake-nudes/8f753386-764d-431d-a2de-bc382c89f832
https://www.wsj.com/podcasts/the-journal/teens-are-falling-victim-to-ai-fake-nudes/8f753386-764d-431d-a2de-bc382c89f832

Brian and Lauren Glass




Did You Miss A Webinar?

Ohttps://www.nucenier.
org/services/mental-
health-support/

SCAN ME .



https://www.nucenter.org/services/mental-health-support/
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