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AI and sextortion

Guest:  Brian and Lauren Glass



Exploitation vs. Sextortion

Sexting

NCII Abuse (Non-Consensual Intimate Image Abuse)

Exploitation

Sextortion

Human Trafficking



Child Sexual Abuse Material (CSAM)

The term “child pornography” is currently used in 
federal statutes and is defined as any visual depiction 
of sexually explicit conduct involving a person less 
than 18 years old. 

While this phrase still appears in federal law, “child 
sexual abuse material” is preferred, as it better reflects 
the abuse that is depicted in the images and videos 
and the resulting trauma to the child. 



David Gonzalez, Jr.

15 years old, a 9th grader at Sand Ridge Junior 

High School in Roy, UT

https://www.fox13now.com/news/local-

news/utah-teens-under-pressure-predators-

extorting-minors

https://www.fox13now.com/news/local-news/utah-teens-under-pressure-predators-extorting-minors


NCMEC Data (2023)
National Center for Missing and Exploited Children

Total of 36,210,368 reports

35,925,098 (99%) CSAM related

32,951,434 (91%) resolved to locations outside of U.S.

186,819 “online enticement” for sexual acts of a child

63,077 unsolicited obscene material sent to a child

49,528,198 54,842,374



Yahoo Boys

Yahoo Boys (West African cyber-criminals) targeting 
English-speaking minors through Instagram, Snapchat, 
and Wizz

Sextortion instructional videos available on TikTok, YouTube, 
and Scribd

Financial Sextortion is the fastest growing crime

A Digital Pandemic: Uncovering The Role Of ‘Yahoo Boys’ In The Surge Of Social 
Media-enabled Financial Sextortion Targeting Minors

file:///C:/Users/HollyTodd/Dropbox/Holly%20Files/Hidden%20in%20Plain%20Sight%20Webinar/5.%20Sex/Yahoo-Boys_1.2.24.pdf


Online Gaming Platforms

Oculus

Minecraft

Fornite

Roblox



Sextortion: The Hidden Pandemic



Prevention

Be curious

Never assume they will talk with us

Talk about what is appropriate to share online

Connect before correct

Disengage 



What if…

Tell your parents, teacher(s), or trusted adult(s)

Be honest about what’s been shared

Stop communication immediately

Start documenting

Do not delete any evidence

Don’t tell the perpetrator that you’re calling the police

Make a police report



Warning Signs

Emotional, angry, agitated, or aggressive outbursts

Change in behavior

Attempts to conceal online activity

Hidden social media accounts

Spending excessive amounts of time online



Takeitdown.ncmec.org



Reporting a Tip

Report.cybertip.org 

or 1-800-THE-LOST 

(1-800-843-5678)

Tips.fbi.gov/home 

Local law 

enforcement











AI Fake Nudes

https://www.wsj.com/podcasts/the-journal/teens-are-falling-victim-to-ai-fake-

nudes/8f753386-764d-431d-a2de-bc382c89f832

https://www.wsj.com/podcasts/the-journal/teens-are-falling-victim-to-ai-fake-nudes/8f753386-764d-431d-a2de-bc382c89f832
https://www.wsj.com/podcasts/the-journal/teens-are-falling-victim-to-ai-fake-nudes/8f753386-764d-431d-a2de-bc382c89f832


Brian and Lauren Glass



Did You Miss A Webinar? 

https://www.nucenter.

org/services/mental-

health-support/

https://www.nucenter.org/services/mental-health-support/


Educator Re-licensure Hours

https://forms.gle/gafPEW

RS7p8rKKFc7

https://forms.gle/gafPEWRS7p8rKKFc7

